Accidental Disease Releases, Exposures and Security Breaches

at Biosafety Level-3 and Biosafety Level-4 Laboratories
There are four possible levels of safety measures at a biological research lab handling biohazards, ranging from BSL-1 at the lowest security to BSL-4, requiring the most rigorous protection.  BSL-4 labs are required for the study of certain diseases which are highly infectious, transmissible to humans and for which there are no vaccines or treatments.  Another biosafety level, BSL-3Ag, with almost all of the BSL-4 features, is for researching highly infectious animal diseases. There are only a handful of BSL-4 and BSL-3Ag labs in the country.  

There are two types of safety measures for these labs:  construction features which are intended to keep disease-containing air and waste from leaving the building or bio-containment area; and strict rules for the people who work there.   The first line of protection is the building, which is supposed to have airlocks with negative air pressure in the labs, special waste treatment mechanisms, and many other highly technical containment features.
  However, government building contractors sometimes do “shoddy” work.
  And even with a building that is perfect at the beginning, air ducts develop cracks over time.  Caulking cracks.  Sewer lines shift and leak.  Filters must be changed.  If building maintenance is compromised due to budget cuts, privatization, or neglect, leaks of disease agents will occur.  

Even if all of the disease containment systems in the building work perfectly, people working inside can be sleep-deprived, complacent about their work, lazy, distracted, angry at their bosses, eager to pursue their own research ideas even though their supervisor turned it down, etc.  Shipments of packages containing these disease organisms have gotten lost or broken along the way – at the airport, in a car accident, on the back of the delivery truck.
  
Such factors have resulted in the accidental release of disease agents at even the newest, most modern and most secure BSL-3, BSL-3Ag and BSL-4 labs.  Congress recently held hearings to address its concerns about the proliferation – and lack of centralized oversight and monitoring -- of BSL-3 and BSL-4 laboratories.  The Government Accounting Office (“GAO”) performed an investigation in connection with those hearings, detailing recent examples of safety failings at such facilities.
  As noted in the GAO’s report, “[H]igh-containment labs have health risks for individual lab workers as well as the surrounding community.  According to a U. S. Centers for Disease Control (“CDC”) official, the risks due to accidental exposure or release can never be completely eliminated, and even labs with sophisticated biological research programs – including those most extensively regulated – have had and will continue to have safety failures.”
· The Department of Homeland Security has designated Texas A&M University as a “Center of Excellence” in agro-security.
  In February 2006, a Texas A&M lab worker was exposed to and became infected with brucellosis, during an experiment to aerosolize the disease.  She was experienced in working in BSL-3 labs but not in working with that particular disease.  No one realized that she had been exposed.  She first became ill one month later, and brucellosis was not diagnosed for another month after that, as her symptoms worsened.  Although Texas A&M officials who knew of the exposure met with Congressional investigators who asked if any workers had been exposed to “select agents” such as brucellosis, the officials did not disclose the exposure; nor did they report the exposure to the CDC as required by federal regulations.  An independent watchdog group discovered the disease release by accident, when they were reviewing other documents received through a Freedom of Information Act request, and forced Texas A&M to report the release to the CDC.  The CDC’s investigation revealed that (1) Texas A&M wasn’t authorized to aerosolize (i.e., weaponize) brucellosis in the first place; (2) workers in another BSL-3 lab at Texas A&M had tested positive for exposure to zoonotic disease Q fever (which can cause death in humans), but again, Texas A&M did not make the required CDC report; (3) unauthorized individuals had been allowed to access the most deadly diseases; and (4) vials of diseases and infected lab animals were missing.
  
· At the CDC in Atlanta, lightning blew out the power in the summer of 2007, and backup generators didn’t come on in the CDC’s newest BSL-4 lab.
  Luckily, the completed lab was not yet being used.  Construction officials had warned CDC since 2001 that its backup power system would not keep crucial lab containment systems from failing in an outage.
 CDC determined that the cause of the failure of its power system servicing the BSL-4 laboratory suite was that “some time earlier, a critical grounding cable buried in the ground outside the building had been cut by construction workers digging at an adjacent site. The cutting of the grounding cable, which had gone unnoticed by CDC facility managers, compromised the electrical system of the facility that housed the BSL-4 lab.”
 

· In the summer of 2007, there was extensive media coverage regarding attorney Andrew Speaker, who had contracted “extremely” drug-resistant tuberculosis, left the country, and was detained and isolated after returning.  Speaker’s father-in-law is a research microbiologist in the CDC’s Division of Tuberculosis Elimination. Speaker’s TB was later found to be less drug-resistant than first thought, but, as the CDC stated the original sample from him is “no longer available,” we may never know if his TB was related to strains studied at CDC. 

· In Surrey England, in August 2007, a release of foot and mouth disease from a local lab was discovered only after cattle in the area were found to be infected.  The release was traced to broken sewer lines which leaked contaminated waste, creating outdoor puddles of infected waste, which was carried out of the facility by cars which drove through the puddles.
· In 2005, researchers at the Lawrence Livermore National Laboratories failed to properly package a shipment of anthrax that was sent across the country, which leaked during the course of shipment. 

· At a BSL-3 lab at UNC-Chapel Hill, tuberculosis escaped a safety cabinet after a blower fan failed to shut off, and pushed the disease-laden air into the lab room; the alarm that was supposed to sound had been turned off.  The U.S. Army had just inspected and approved the facility one month earlier.
 

· A military researcher in a BSL-4 lab was infected while studying the SARS virus, leading to the quarantine of 34 people with whom she came in contact.
   Elsewhere, two graduate students working in a BSL-3 lab were infected by SARS, and transmitted the disease to seven other people outside the lab, leading to one death and the quarantine of more than 200 people.

· At the University of Illinois, lab workers at a BSL-3 facility propped open doors of the lab and its entry foyer, which was a major violation of safety procedures; the alarm which was supposed to sound failed to do so.

· In June 2004, the Southern Research Institute inadvertently sent live (rather than dead) anthrax samples to researchers at the Children’s Hospital and Research Center in Oakland, California, resulting in the exposure of 7 scientists.
  

· In February 2004, at the USAMRID BSL-4 laboratory in Fort Detrick, Maryland, a researcher was possibly exposed to Ebola after she accidentally pricked herself with a needle that contained the virus.
 

The proposed facility will replace an existing facility in Plum Island, New York.  In September 2003 – well after the attacks of 9/11/01—the GAO published a report detailing safety and security failures and shortcomings at the Plum Island facility:
  

· Earlier in 2003, there was a strike by maintenance workers employed by private outside contractors.  On the first day of the strike, striking workers sabotaged the water system, which is a key part of the decontamination process.  
· Plum Island did not have adequate controls over access to disease materials.  Foreign scientists, students, contractors and visitors were found working in the biocontainment area without completed background investigations, or enough personnel to escort and monitor outside scientists and maintenance workers in the biocontainment area.  Plum Island management failed to maintain adequate control over who received copies of keys and master keys.  
· Plum Island – which adjoins two different county law enforcement jurisdictions --could not predict which local law enforcement officials would be able to provide backup in the event of an emergency, and if there would be enough officers.  
Plum Island has a long history of documented safety and security failures.  For example:
· At the time of Hurricane Bob, a short-circuit in Plum Island’s primary underground power line was still unrepaired after three months, and the backup overhead power lines blew down.  For three days, only three workers were available to run the entire facility of hundreds of rooms and animals, trying to handle the wastes of large infected animals with a hand pump.
  

· In 1978, nearly all of the animals on Plum Island were killed in an effort to contain a release of foot and mouth disease from the lab.  In 1998, animals at the Plum Island facility caught foot & mouth disease in a part of the facility that was supposed to be isolated from the virus.  In 2003, the disease again spread within the lab in two separate accidents, which were only reported a year later.

To learn more about the proposed North Carolina site for the National Bio- and Agro- Defense Facility, visit www.nobio.org.
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